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3 . Katirai A et al. Situating the social issues of image generation models in the model life cycle:

a sociotechnical approach. arXiv preprint arXiv:2311.18345. 2023 Nov 30.
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OpenAl (2023) : [GPT-4HHESHINATRABLUEEOHFRER 2L, IS, BBA SN 0—TIC
Wb, BEEBRTLFAZA7ESWMEEN LAY TV Y 2BEET S

— HREVPEROREHICET IEVRECERIBEHTCPT-40MEONDE Z LICLSEEZRIT D

D : Ferrera (2023) ChatGPTIC 6 D DFELED/~M 7 R

‘Demographic  (AO#ERI/NA 7 X) , Cultural (CTLRY/NA 77 RX) , Linguistic (F3B8I/N1 7 X) ,Temporal  (EFREAY/NA 77 X) . Confirmation (REZE/NA 7 X) |,
Ideological & Political (A 74 RAF¥— - BURHYI/NA 7 X)

@ : Nozza et al. (2022) LGBTQIA+ICxd B84 7 R

EHDOTEXNERAIOT Y Ty b ESHT
LGBTQIA+ (BT 2 RFEMDXED, AL > TR EINT/BE, EMENTEEIZTUOHEERTEETHY ., EREINTXEIR 13%DEXRTHEETH > 1

HER : Abidetal. (2021) 4 R 7 LEFEICTHT B4 TR

T HERRMERANGA R T LHBIEE FNOFHHRNBEEM T E VST K S BAEERRAT LA XA T2RRLAD
AIDBEEGNA T R FERNITERT 27200 L WT 70 —FHRE

HE@ : Takeshita et al. (2022) FEZEH
T ¥R MERRAIZ, FEARBYEBELREELEC O 2ERALH Y. BEFNLERLFERT 2EALDH S

Abid et al., 2021; Nozza et al., 2022; Takeshita et al., 2022; Ferrera, 2023; OpenAl, 2023
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1. Steed and Caliskan (2021): Af&, Yz 2 —HE, BHONAT7RAOEDLY EWLIE, HETR LZE A AU SImageNet O 7 —
2Ly ML TEFNICEEINTLS

2. Srinivasan and Uchino (2021): £ &2 7 — MCABB LUV 2V E—NATRAMNBEH AT ND U R 2R L. BERHOH
REHPFREFEICHEINB YR 26HT 5

3. Bianchi et al. (2022): EREKAIICK > TER I NI AMOEEICARE., HEBENMAE, Y4 —, ENEMZ2SLEHD
BEONAM TRV EREINE L, BYCELEOBRICHIEROWMEICHEHENTWS Z AL HIC

4. Offert and Phan (2022): Whiteness (AAM) ZIFEEICTHAMEDLGEL. DALL-E2n Oy rogEICTyZ LbENT-FEXR
TRDF—T—F AR REFE L TEHEINTWS Z & 2 HER

o. Cheong et al. (2023): DALL-E Minid 77 b7y MIANBED 2V B —=NATREZEH Al ZNLTZ74—FNNy o =7
NELTWS

6. Luccmnl et al. (2023): #BFE2KICIT, S FIFAMBEFEL 2V F—ICBIT 22X T LA 247250, A&, PV
—. NRICET A RREEFAANFEALEIEST E Y XV

7. Garcia et al. (2023): BRERAIDEB L LT — 2 ICE T3 HBNNA T RAERBRENATWS

Srinivasan and Uchino, 2021; Steed and Caliskan, 2021; Bianchi et al., 2022; Offert and Phan, 2022; Cheong et al., 2023; Garcia et al., 2023
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SLFEDOHMATNA TR ELICEELIND

- MBOHLBEBAETEL SBZE (representational harm) PEELARTEISFER IND ZETELEBED (
allocational harm)

5788 | DRHIE
« ZAICIZ, HrED [HRE] PRI THY, HFiIC [WLEI—Y—] 128 > TRER
INA T RN RZIEHFEE

c AIORAFRBIECEE LR S, T—XOXRIHTELNS [EFE] BIENICNA T ANGFET S
« BRI A v Ty &R EEET B Z & AAA]BE

Adams et al., 2023; Fraser et al.,2023; Luccioni et al., 2023; Munn et al., 2023; Ungless et al., 2023
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2ZrF—%t v FLAIONIZ IZEAD
EEHGRIASEN TS |

Enlarge 7/ The LAION data set is replete with potentially sensitive images collected from the Internet, such as these, which
are now being integrated into commercial machine learning products. Black bars have been added by Ars for privacy
purposes.
HBR : https://arstechnica.com/information-technology/2022/09/artist-
finds-private-medical-record-photos-in-popular-ai-training-data-set/

Edwards, 2022; Nightingale and Farid, 2022; Carlini et al., 2023; Struppek et al., 2023; OpenAl, 2023; Wu et al., 2023


https://arstechnica.com/information-technology/2022/09/artist-finds-private-medical-record-photos-in-popular-ai-training-data-set/
https://arstechnica.com/information-technology/2022/09/artist-finds-private-medical-record-photos-in-popular-ai-training-data-set/
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Google Is Getting Thousands of Deepfake Porn Complaints

Content creators are using copyright laws to get nonconsensual deepfakes removed from the web. With the complaints covering nearly 30,000 URLs, experts
say Google should do more to help.

HEE : https://www.wired.com/story/google-deepfake-porn-dmca-takedowns/

ARTIFICIAL INTELLIGENCE

Cortez - .
Taylor Swift was recently subject to a vicious nonconsensual deeptake pom horror of seeing herself in ‘deepfake
campaign. These tools and policies could help us stop it happening again '
porn
By Melissa Helkiola
Progressive New York congresswoman describes resurfacing of
) ) trauma when seeing explicit materials with her image transposed
HE . https://www.technologyreview.com/2024/01/29/1087325/three-ways-we-can-fight-deepfake- on to them
porn-taylors-version/
_ ’lci':.‘ Z <22 - lx’“;"d "cln'o":. ' _ _
Dee pfa ke Po rn Is Out of Co Ntl’0| HE#8 : https://www.theguardian.com/us-news/2024/apr/09/alexandria-ocasio-cortez-deepfake-porn

New research shows the number of deepfake videos is skyrocketing—and the world's biggest search engines are funneling clicks to dozens of sites
dedicated to the nonconsensual fakes,

HE © https://www.wired.com/story/deepfake-porn-is-out-of-control/

AR DR WENZERDER  The Dark Side of Open Source Al Image Generators

] TW5
:E) -A\ i P L Open source tools allow anyone to make Al art. They have also been used to produce nonconsensual deepfake porn.

H e https://www.wired.com/story/dark-side-open-source-ai-image-generators/

Birhane et al., 2021; Burgess, 2023; Burgess, 2024; Heikkila, 2024; Helmore, 2024; Morrish, 2024; The Verge, 2023; Thiel et al., 2023


https://www.wired.com/story/deepfake-porn-is-out-of-control/
https://www.technologyreview.com/2024/01/29/1087325/three-ways-we-can-fight-deepfake-porn-taylors-version/
https://www.technologyreview.com/2024/01/29/1087325/three-ways-we-can-fight-deepfake-porn-taylors-version/
https://www.theguardian.com/us-news/2024/apr/09/alexandria-ocasio-cortez-deepfake-porn
https://www.wired.com/story/dark-side-open-source-ai-image-generators/
https://www.wired.com/story/google-deepfake-porn-dmca-takedowns/
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Bender et al., 2021; Nichol, 2022; Chen et al., 2023; Klein, 2023; Munn et al., 2023; Mokander et al., 2023; OpenAl, 2023; Spitale et al., 2023; Zhang et al., 2023; Stokel-Walker, 2024
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HifFEE BEE] e LTRIIohGWE=SH, FILW/ IVLDHEIIND

SRS NZEEGRIE, EBICEENTH ST TR, APOELIZIFXFIDN D0, K UEEICE
5 EHETEND

EADAETH~OEDLY 2B 2BEROER — FFERCHRERILEUSAIA I NS AJaEE

[E>xDfEH%E] (liar'sdividend) —» TRETRAR~NOEDY ARTESN/IHE, SHMICEMZ&RITS
AN DRSY g

BA - -#HE  REEFRISFALEZEIRIFSNBILEFRATATVLWE HESH
TW3)
s BIREKAIND T 7 ZADRZ X, AIOREFEAL - AL T 32 EHDO M _ETHRENE

Agarwal et al., 2019; Chesney and Citron, 2019; Ko et al., 2023; Nightingale and Farid, 2019;
Verdoliva, 2020; Oppenlaender et al., 2023; Ricker et al., 2023; Sha et al., 2023; Struppek et al., 2022
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WORLD VIEW | 09 April 2024 What to Do About the Junkification of
the Internet

Al-fuelled election campaigns are
here —where are the rules?
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How Al shaped Milei's path to Argentina
presidency

imes.co.jp/news/2023/11/22/world/

lei-argentina-presidency/

Political candidates are increasingly using Al-generated ‘softfakes’ to boost g
their campaigns. This raises deep ethical concerns. https://cyber.harvard.edu/story/2024-
03/what-do-about-junkification-internet
e Generative Al may change elections this
https://www.nature.com/articles/d41586- 1
— year. Indonesia shows how
2y Kate Lamb, Fanny Potkin and Ananda Teresia g . .
https://foreignpolicy.com/2024/02/44/pra
bowo-indonesia-election-democracy-jokowi/
https //www.japant
politics/ai-javier-m
Millions of Deepfak I;gl't' | Candidat _
p " The Mayor of London Enters
Approve Cinematic Universe
India’s elections are a glimpse of the Al-driven future of democracy. Politicians are using %2l started with an sxthme sitack. Now Settiq Khen finss Mimes!
audio and video deepfakes of themselves to reach voters—who may have no idea they've been i o S

the Bullshit

f at the center of a giobal

H 8 https://www.wired.com/story/mayor-of-london-sadig-khan-ulez-conspiracy

H e https://www.wired.com/story/indian- talking to a clone.

elections-ai-deepfakes/ Feliba, 2023; Chowdhury, 2024, Chrisotpher and Bansal, 2024; Guest, 2024; Lamb et al., 2024; Lubin, 2024; Masterson, 2024



https://www.nature.com/articles/d41586-024-00995-9
https://www.nature.com/articles/d41586-024-00995-9
https://foreignpolicy.com/2024/02/14/prabowo-indonesia-election-democracy-jokowi/
https://foreignpolicy.com/2024/02/14/prabowo-indonesia-election-democracy-jokowi/
https://cyber.harvard.edu/story/2024-03/what-do-about-junkification-internet
https://cyber.harvard.edu/story/2024-03/what-do-about-junkification-internet
https://www.japantimes.co.jp/news/2023/11/22/world/politics/ai-javier-milei-argentina-presidency/
https://www.japantimes.co.jp/news/2023/11/22/world/politics/ai-javier-milei-argentina-presidency/
https://www.wired.com/story/mayor-of-london-sadiq-khan-ulez-conspiracy
https://www.wired.com/story/indian-elections-ai-deepfakes/
https://www.wired.com/story/indian-elections-ai-deepfakes/
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i 5‘ @ BEBAIDATLATEULDYRY
DHRREEL
c HRICWT DA /N7 POKRELBFEMORAR - ERICEITI2RENVRBERICERONTLED

FAFEOERILICLIZEEHEDERT
C SEAT 4 THEEHA LY FAEREND
BELBAIATFLDODYRY ?

SELAIY X T LATANEGFERY R 7B INTWS
s THIFEmLEAINA THEBDHDOE L THFEINTULS

[EHAEZE (longtermism) | EMEENE2 A THFAF—DFLHNEEZS — SHOAIVXTLD
ERICL > TELAEBROEAEHITLZILOELRE LN TWLS

“Criti-hype” Gt¥E2d 22 &L, NATHET)

DAIR, 2023; France24, 2023; Future of Life Institute, 2023; OpenAl, 2023; The Japan Times, 2023; Torres, 2023
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SH. AIBVRI%ZH=-6LTWAH, BAHDAI [EKRKDH]| DEZPH LS ]
ANLHEEIC K 2 NFEDOMMICET D01, T v V=D F L. 9 TIZAIIZ
Lo THIERIINTVWAHENBEICN T 2MENLGREOHITICHR>TWLWES

Explore content v About the journal v  Publish with us v Subscribe
nature > editorials > article
EDITORIAL | 27 June 2023

Stop talking about tomorrow’s Al
doomsday when Al poses risks
today

Talk of artificial intelligence destroying humanity plays into the tech companies’
agenda, and hinders effective regulation of the societal harms Al is causing right now.

HE © https://www.nature.com/articles/d41586-023-02094-7
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AR YRS WEDYRY
(Speculative risks) (Real risks)
FRER BEH D1BIER RIEFER Y —ILA~DBE DIRTE
S4B~ 0D B5 428 T X X MEMRAINDNT X TOMLEEIC R &gl L 7= HE .
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Kapoor and Narayanan, 2023
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mm© BRIRBEADEE (1)

Benderetal. (2021) : 7% X FEKAIDEROEHRE FDREEEET S L.
BRIBALORS & W RsTFIE |JIRIEE [

THFRAMEMAIOIRIBEIRX N ERENIX T, EA»LOHNREZEFHRIGEENITRDIE L,
Ex 5 IR SV, BAIN-OI2=T1%2"&HICSFIT S

“BICRFRFEHCRKDEREICET 2R
N=FT TRV T TICBHBELINTWEIHELESEPDEDE DM

[ 2y b T——Z—D Ry TY— T—REVEZ—ICEEZFT A YRTLDODZY N T—0RNDODREZEZ L,
MERNEE TR ENAETICH T EEZ*E L /-T2 EAL TEEINE T,
TA—TXALDOEEN G, FAT-HBIFBRAROEMBROIZFAD—BEOI-O ICHEROMEBEZHNFESLAMEL TWET, |

Beiser, 2018; Brevini, 2021; Crawford, 2021; Bender et al., 2021; Git Hub, 2023; Li et al., 2023; Luccioni et al., 2023; Twitter, 2023; Wired, 2023; Heaven, 2024; Stokel-Walker, 2024
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Bendero Ao DB OO ITHA B 3ER - T :

[ INEToOFERIZ, RIRICHTIRERVMFROLLMOBENLRZE
ZRELTWS]

Bz XA7IE - IFNF-—E ZBACRREREITHEE] §57486, FICHBER
SNTWD

ABDRRERBEADY R 7 HPBZINTULS

Pitron, 2020; Crawford, 2021; Rillig et al.,2023; Luccioni et al., 2023; Li et al., 2023; The Economist, 2023; Stokel-Walker, 2024
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nature

Explore content v  About the journal v  Publish with us v Subscribe
nature > world view > article
WORLD VIEW | 20 February 2024

Generative Al’'s environmental costs
are soaring — and mostly secret

o, First-of-its-kind US bill would address the environmental costs of the
» -
>y ‘ technology, but there’s a long way to go.
By Kate Crawford &

HE8  https://www.nature.com/articles/d41586-024-00995-9
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Many thanks to my collaborators on the projects reported in these slides, with special thanks
to Professor Atsuo Kishimoto, Dr. Yuta Nakashima, Dr. Kazuki |de, and Dr. Noa Garcia.
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